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ABSTRACT

When SCADA is exposed to cyber threats and attacks, serious disasters can occur throughout society. This is because
various security threats have not been considered when building SCADA. The bigger problem is that it is difficult to patch
vulnerabilities quickly because of its availability. Digital forensics procedures and techniques need to be used to analyze and
investigate vulnerabilities in SCADA systems in order to respond quickly against cyber threats and to prevent incidents. This
paper addresses SCADA forensics taxonomy and research trends for effective digital forensics investigation on SCADA
system. As a result, we have not been able to find any research that goes far beyond traditional digital forensics on
procedures and methodologies. But it is meaningful to develop an approach methodology using the characteristics of the
SCADA system, or an exclusive tool for SCADA. Analysis techniques mainly focused on PLC and SCADA network
protocol. It is because the cyber threats and attacks targeting SCADA are mostly related to PLC or network protocol. Such
research seems to continue in the future. Unfortunately, there is lack of discussion about the ’Evidence Capability’ such as
the preservation or integrity of the evidence extracting from SCADA system in the past researches.
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Fig. 2. Traditional Digital Forensics Process
(Identification to verification)
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Table 1. Taxonomy of SCADA forensics according to traditional digital forensics classification

Target layer

Category Target evidence (see Fig. 5.)
Disk Opergtlng system, storage, historian database Layer 2. 3. 4. 5
and internal log
. Memory Physical memory(RAM) Layer 0, 2, 3, 4, 5
Object

Communication packet, connection information,

Data
Status

Network network monitoring, security vulnerability Layer 1, 2, 3, 4, 5
detection
Volatile data collection: analysis(such as RAM,
Live network connection information, process
information) All layer
Silent Storage and static physical memory(RAM),

network packets, malwares, worms
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Table 2. Literature for research trends of SCADA Forensics
Title
Main Keyword Author Year
Published
SCADA Systems : Challenges for Security, Process Iefan Ahmed
Forensic Investigators Control systems, ! arelt alme 2012
IEEE Computer Society Digital Forensics ’
Towards a SCADA Forensics .. .
Architecture Digital Forensms,
SCADA Forensics, .
Proceedings of the 1st International PLC. Process Tina Wu et al. | 2013
Symposium for ICS & SCADA Cyber Confrol
Security Research
Developing cyber forensics for
SCADA industrial control systems SCA]?A, ICS’. Joe Stirland
- — - Cyber Forensics, 1 2014
Methodology The Society of Digital Information and Cyber Security et al.
Wireless Communication
AF icT f SCADA
orensic Taxonomy of SC . SCADA Forensics,
Systems and Approach to Incident O .
Digital Forensics,
Response 1CS Forensics Peter Eden et 2015
Proceedings of the 3rd International Critical ' al.
Symposium for ICS & SCADA Cyber Infrastructure
Security Research
Guide to Industrial Control
Systems Security(NIST 800-82 R2) | SCADA, DCS, Keith Stouffer 92015
National Institute of Standards & PLC et.al.
Technology
Accurate Modeling of the Siemens
S7 SCADA Protocol for Intrusion Network. Amit
Detection and Digital Forensics Intrusion-Detectio | Kleinmann & | 2014
Journal of Digital Forensics, Security | n. SCADA, ST Avishai Wool
and Law
Exploring The Use Of PLC
Debugging Tools For Digital PLC Debugging. .
Forensic Investigations On SCADA | Program Code, Elna W[];(;& 9015
Systems SCADA, Digital ai‘;ﬁrse' :
Journal of Digital Forensics. Security | Forensics
and Law
. PLC Forensics Based on Control PLC Forensics,
Anal}fsm Program Logic Change Detection SCADA Security Ken Yau &
Technique — - ; : ' Kam-Pui 2015
Journal of Digital Forensics, Security | Ladder Logic Chow
and Law Programming
. SCADA Forensics,
ggég"})nettwo;k forensics of the SCADA Protocol, Saranyan
rotoco PCCC Network Senthivel et | 2017
. . Traffic Analysis, al.
Digital Investigation PLC
A Forensic Logging System for
Siemens Programmable Logic Erograénmslbllelz
Controllers FO%’IC JONLTONETS. | Ken Yau et al. | 2018
orensics,
IFIP International Conference Digital | Logging System
Forensics
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